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Secure password authentication schemes and their applications

— How to achieve security with short passwords —
Kazukuni KoBARA* and SeongHan SHIN

Passwords are widely used for encrypting files, authenticating remote users on a communication network, and establishing encrypted channels
for authenticated users. However, the possibility of passwords being stolen or abused raises security problems, and having to remember a
number of lengthy passwords is often inconvenient. The purpose of this research is to develop new schemes to resolve these problems and

make them generally available to society. In this paper, we introduce our research strategies and scenario to achieve this purpose.
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