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Methodology for designing cryptographic systems
with advanced functionality based on a modular approach

— Towards reducing the barrier to introducing newly-designed
cryptographic schemes into real-world systems —

Goichiro HANAOKA™, Satsulya OHATA"?, Takahiro Matsupa', Koji Numa' and Nuttapong ATTRAPADUNG-

In this article, we point out that in general, newly-designed highly functional cryptographic tools have significantly complicated structures
that hinder user understanding. Furthermore, this fact may prevent these new technologies from being introduced into real world systems.
We propose a new methodology for overcoming this barrier. \We take proxy re-encryption as an example, and discuss how the barrier to

user understanding is reduced by our proposed methodology.

Keywords : Public-key cryptosystems, digital signature, proxy re-encryption, provable security, standardization
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